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A Normative Ethical Analysis of Privacy and the World Wide Web:
How Should Webmasters Use Cookies?
Thomas Shaw
Management Science and Information Systems Department
University of Texas at Austin
Abstract
This paper examines how webmasters should use cookies, a potentially invasive technology that offers
webmasters the ability to track users’ online behavior at a high level of detail. Using both deontological and
teleological principles, the analysis suggests webmasters ought to use cookies, but only with the informed
consent of users. Implications for future research based on this conclusion are presented.

What Should Webmasters Do?
The study of ethics attempts to answer two essential questions: What is right? and What is good? (Johnson, 1989). The
question of rightness is concerned with actions, while that of goodness is concerned with outcomes. The two primary schools
of ethical inquiry follow this distinction. Deontological theories are based on duties and actions; teleological theories are based
on consequences and outcomes (Johnson, 1989). Ethical theories that fall into these categories can be described as normative,
because they address how people ought to behave (Johnson, 1994). The purpose of this paper is to determine how webmasters
ought to use cookies technology on the web sites they manage.
Cookies are small text files that the World Wide Web (WWW, or web) server can save on the user’s computer, often without
the knowledge or consent of the user. When a user visits a web site that set a cookie on his or her computer, the cookie is returned
to the web server. These text files can be beneficial, for they can enable the customization of a web page to match a user’s
preferences, and they can streamline login procedures by saving authentication information on the user’s computer. However,
they can also be harmful. The cookie can act as an electronic identification tag, making it possible to track a user’s navigation
of a web site at an unprecedented level of detail. Because cookies have the potential to harm other individuals in this way, their
use is an ethical issue. The remainder of this paper will examine the issue of cookies from both deontological and teleological
perspectives. It will consider three possible uses of cookies. First, webmasters can use cookies without informing users of this
fact. Second, they can choose to not use cookies. Finally, they can use cookies only with the informed consent of users.

Deontological View of Cookies
The second principle of Kant’s categorical imperative suggests that we not use anyone as a means to an end. Treating
someone as an end involves respecting their rights and dignity. One prima facie right held by stakeholders in any information
life cycle is the “right to own or control their intellectual and tangible property” (Mason, Mason, and Culnan 1995, 133). The
decision to use cookies without permission violates the users’ right to property, and possibly their right to privacy. For this reason
it is wrong.
However, webmasters also have a duty to their employers to use organizational resources to maximize profits. If we assume
that cookies will lead to more effective marketing by providing more information about web site users, then the failure to use
cookies is passing up an opportunity to increase profits. It violates the webmaster’s duty to his or her employer, so the decision
to not use cookies is also wrong.
What is a webmaster to do? He or she is faced with two conflicting duties. Does one supersede the other (Mason et al 1995)?
Or is there another course of action that can satisfy both duties without violating any others? One of the principle facts that led
to the classification of cookies as an ethical issue is the potential (and likely) ignorance of the users. Since they are neither
informed about nor consenting to the use of cookies, their right to privacy is violated. This suggests that webmasters should
secure the informed consent of users before setting a cookie on their PCs. The HotWired web site does just that, with the
following disclaimer on their login page (wwww.hotwired.com/reception/login.html). This statement is preceded by a check box,
so users can decide to accept or reject the cookie that HotWired wants to set.
Store your membername and password on the hard drive of the machine you’re using. (You may not want to
do this if you share your computer, since it would allow someone else to use your membername and
password.) Note: If your browser is set not to accept cookies, you won’t be able to log in to HotWired.
This alternative treats users as ends, because it respects their right to control their property. Setting cookies only with the
user’s informed consent is also consistent with the webmaster’s duty to use all facets of WWW technology for the benefit of his
or her employer. It may not have the same outcome as using cookies without consent, since some users are sure to reject the
cookies. But deontologism is not concerned with outcomes, only intentions. It is fair to claim that a webmaster who uses cookies,
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but only with the users’ permission, intends to fulfill his or her duty to the organization. Since this now satisfies both of the
principle duties held by webmasters, this course of action is right. The following discussion will try to determine if it is good.

Teleological View of Cookies
The application of utilitarianism, a central teleological theory, involves the calculation of the net benefit accrued to society
as a result of some action. Each individual stakeholder is treated equally in this utilitarian calculus. There are four stakeholders
that will be included in this analysis: users, the webmaster, managers in the webmaster’s organization, and the owners of the
webmaster’s organization. The three alternative actions identified above will still be considered.
This cost benefit analysis is based on a series of assumptions. Regarding users, it is assumed that organizations use cookies
to better target their marketing messages, perhaps to the point where each individual receives a customized message. Without
cookies, this opportunity is lost. This issue is not as significant as the users’ privacy and property, which dominates the costbenefit analysis for users.
Cookies add a small degree of technical complexity to the management of a web site, so without them the webmaster’s job
will be slightly easier. This is considered a benefit, although it is possible that some webmasters thrive on the technical
challenges they face. These webmasters will likely consider their technological mastery to be a source of status among their
peers, so foregoing cookies will be a cost to some. These competing costs and benefits balance each other, so the net effect is
negligible.
Managers use the information collected through the use of cookies to make decisions. Without cookies, they have less
information. Since their situation is no different than it was before, it is considered a minor cost if cookies are not used.
Owners have the opportunity to enjoy increased profits if cookies are used, and the information collected through their use
is leveraged into better decision making and more focused and effective marketing. This potential for increased profits is
possible, but not highly probable, so this issue is not very strong. Likewise, the threat of user backlash, such as that faced by
Lotus and Equifax over the Lotus Marketplace consumer database (Mason et al 1995) is not a high probability, so it does not
contribute to a high cost or benefit.
Considering these assumptions about the four stakeholder groups, the decision to not use cookies is neither a net benefit nor
cost. The equation is dominated by the reduced threat to the users’ privacy and property, which is balanced by the costs to
managers and owners. Next the other two alternative uses of cookies will be examined.
Based on the same set of assumptions, the decision to use cookies without the users’ consent results in a net gain. This is
due largely to the improved decision making potential and profit potential for managers and owners, respectively. However, the
situation improves even more when users are given the opportunity to consent to the cookies. Their privacy and property are
protected (if they wish), and they can enjoy customized marketing messages. The managers and owners do not benefit as much,
but they still gain from this alternative. Webmasters are considered to benefit because not only does their technical status
improve, but also their ethical status. They will stand out as good citizens among other webmasters.
This analysis suggests that using cookies with the informed consent of users is good. This course of action results in the
greatest net benefit to society, so according to utilitarians, this is what webmasters should do. Fortunately, the deontological
analysis arrived at the same conclusion, so no further resolution is necessary.

Conclusion and Implications
Webmasters should use cookies, but only with the informed consent of users.
This maxim results from the normative ethical analysis of cookies, an important and new ethical issue facing information
professionals following the proliferation of the World Wide Web. This conclusion, and the analysis leading up to it, imply a host
of interesting and important questions for IS researchers.
There are two questions in particular that should be pursued that build on the foundation established here. Now that we know
what webmasters should do, we can ask: How do webmasters actually use cookies, and Why do webmasters use cookies in this
way? The first question asks for a simple descriptive answer, while the second moves into the field of ethical decision making.
By uncovering the decision processes leading to the ethical or unethical use of cookies, we can hope to engineer a shift toward
the widespread adoption of the policy of informed consent. As the ethical analysis suggests, this will not only be good for the
organizations using cookies, but also for the millions of users who are surfing the WWW every day.
Other research questions emerge from the assumptions required for the utilitarian analysis. Each of these assumptions can
be tested, providing more solid facts on which to base the ethical reasoning. For example, what is the potential for a user backlash
if organizations continue to use cookies without informed consent? How much can an organization expect to gain in terms of
profitability from the use of cookies? Are managers able to make better decisions with the information collected via cookies?
How do users perceive customized marketing messages when they surf the WWW?
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